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Abstract
With the emergence of the Internet and e-commerce, more and more commonplace activities are taking place on the Internet,
which has led to major advances in convenience, consumer choice, and economic growth. These advances have also
presented novel questions concerning whether consumer security and privacy can be maintained in the new technology-
based world. We will examine these issues today specifically in the context of online advertising, where vast data is collected
and cyber criminals exploit vulnerabilities in the system and use malware to harm consumers. Consumers who venture into
the online world should not have to know more than cyber criminals about technology and the Internet in order to stay safe.
Instead, sophisticated online advertising companies like Google and Yahoo! have a responsibility to help protect consumers
from the potentially harmful effects of the advertisements they deliver.
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Online advertising and privacy risk.
An overwhelming majority of consumers are less likely to click on online ads because of privacy concerns, according to a
report. Levels of concern over online privacy are growing, according to a report by data privacy consultants TrustE. Eighty-
nine per cent of British consumers are worried about data privacy, the report found, with 60 per cent of those people saying
they are more concerned than they were a year ago.

Of those reporting greater concern, almost two-thirds (60 percent) said companies sharing personal data with other
companies were the cause of their worry. More than half (54 percent) said brands using data to serve behavioral ads to them
was the reason they were more concerned.

Despite headlines about US intelligence services’ surveillance of people’s personal information in 2015, only 20 per cent said
such stories were the reason for their increased concern.

The increasing level of concern does not appear to be without consequence. Ninety-one per cent are less likely to click on
online advertisements, while 78 per cent said they would avoid using Smartphone apps if they believe the company does not
protect their privacy.

Ken Parnham, European managing director of TrustE, says: “Lack of trust can starve businesses of valuable data and sales,
restricting the lifeblood of the digital economy as people are less likely to click on ads, use apps or enable location tracking
on their smart phones.

“These findings show that success is no longer just about innovation, companies need to take decisive action to address
online privacy concerns to stay ahead of the competition, minimize risk and build online trust.”

Consumers’ awareness about privacy risk of online advertising.
At present in the era of technological revolution consumers are familiar in online advertising but their knowledge about risk
of privacy is not satisfactory Consumers don’t always understand how behavioral advertising works and, in the absence of
information, many will assume that the data activities are more privacy invasive than what typically occurs behind the scenes.
For example, more than 1 in 3 consumers believe that websites share their contact information (email, phone number etc.) or
name with advertisers without their consent. In reality, most behavioral advertising operations only know consumers by
anonymous cookies, not name. When consumers assume the worst it can profoundly affect how they feel about behavioral
advertising. In 2013 a survey conducted by the powering privacy compliance, risk management trust reveals 56% of
consumers are concerned that when they use online advertising their personal information is being shared with others without
their permission.

Further the research found that only 37% of consumers know how to protect their personal information online and
consistently take the necessary steps to do so. Only 25% indicated that they regularly opt-out of online tracking, but the
consumers opt-out at far lower percentages. And it is observed that the paradox between consumer privacy opinions and
privacy actions, but this should not lead us to conclude that consumer don’t actually care about privacy. A consumer’s
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privacy perception about a website or platform can substantially alter the way that they interact with it. The
significant, consistent lift and ROI our clients experience when displaying our privacy seal is proof of this. Better privacy
creates more consumer trust, which leads to increased interactions and openness.

A new perspective on data privacy
The results of a recent survey of consumers and executives show that consumers have a keen sense of awareness of the risks
surrounding data security and privacy, and that many consumer product executives are likely overestimating the extent to
which they are meeting consumer expectations related to data privacy and security. On the other hand, many consumer
product executives may be underestimating the opportunity for competitive advantage associated with meeting consumer
expectations regarding data privacy and security. Furthermore, many consumer product companies do not seem positioned to
gain consumer trust based on their current data privacy and security strategies, policies, and systems. The field appears wide
open for consumer product companies to differentiate themselves through a reputation for strong data privacy and security
practices. Consumer product executives should consider viewing data privacy and security not just as a risk management
issue, but as a potential source of competitive advantage that may be a central component of brand-building and corporate
reputation.

Data privacy and security as a competitive advantage
A broad survey conducted by the notube social web tv in throughout the world. The details of the participants are given
bellow.

There is a clear connection between consumers’ perceptions of data privacy and security practices and commercial success.
Half of the consumers surveyed “definitely consider” the privacy and security of their personal information when choosing
an online retailer, and 80 percent say they are more likely to purchase from consumer product companies that they believe
protect their personal information. Furthermore, 70 percent of consumers would be more likely to buy from a consumer
product company that was verified by a third party as having the highest standards of data privacy and security. In short,
strong data privacy and security practices are not just about risk mitigation, but also a potential source of competitive
advantage.
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The survey suggests that the field is wide open for consumer product companies to build a reputation for strong data privacy
and security practices. Today, few consumers (37 percent) believe that most consumer product companies are adequately
protecting their personal information. Even fewer consumers (28 percent) think that they know which consumer product
companies best protect their personal information. These findings suggest that consumer product companies have yet to
establish a name for themselves as trusted stewards of consumer data—and that a company in the industry that can do so can
set itself apart from the competition.

Privacy is still an issue and consumers want to feel in control of their own data
In general people still feel relatively cautious about sharing their own activity and preference data on the Web:
 74% of the sample disagreed with the statement that disclosing their data online is ‘not a big issue’ for them.

 Whilst they are willing to share data about most of the things they do online (their activity data), as shown in the
graph below, their preference is to share it only with those closest to them – i.e. their friends and family, not with
everyone – or even with everyone in their social networks, as is the case with the current trend for frictionless
sharing.

 There is a strong reported preference for a high level of control over personal data: 94% agreed or strongly agreed
with the statement “I want to be able to delete specific activities and preferences”, and 73% with the statement “I
want to keep certain programmes I watch private”.
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These results validate many of the assumptions behind the design of the Bean counter user interface, which keeps all data
private by default, allows you to delete specific activities, and allows you to delete or hide specific interests. We felt these
features were important to help protect users from inadvertently making public potentially sensitive or incorrect information
that might emerge when previously disconnected pieces of personal data are combined and analyzed for patterns.

The results are also consistent with initial findings of some recent BBC user testing for the European Future Internet research
project. Participants in the study also said they wanted control over their data, even though the perceived privacy risks
associated with the data (the BBC programmes they had watched on TV) were relatively low and the perceived benefits, in
terms of examples of more personalized future TV services, were relatively high.

How Online Advertisers May Steal web surfers Personal Information: Recommendations for Protecting Consumers.
So many experts are do research in this area and present their findings and recommendation after go through all of them some
points are uniformly noted by everyone their research they are as follows.

Findings
1. Consumers risk exposure to malware through everyday activity. Consumers can incur malware attacks by

simply visiting even a mainstream website and without taking any action such as clicking an advertisement. The
complexity of online advertising makes it impossible for consumers to avoid advertising malware attacks or identify
the source of the malware exposure and determine whether the ad network or host website could have prevented the
attack.

2. The complexity of current online advertising practices impedes industry accountability for malware
attacks. The online advertising industry has grown in complexity to the point that each party can conceivably
disclaim responsibility when malware is delivered to a user’s computer through an advertisement. Due to the many
layers of intermediaries through which online advertisements often travel before appearing in a user’s browser, the
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ad networks themselves rarely deliver the actual advertisement from their own servers and the owners of the host
website visited by a user often does not know what advertisements will be shown on their site.

3. Self-regulatory bodies alone have not been adequate to ensure consumer security online. Self-regulatory codes
of conduct in online advertising do not fully address consumer security from malware. Interestingly, self-regulatory
efforts in online security to date have been dependent on online ad networks for funding and viability, which creates
a potential conflict of interest in their dual roles as industry advocates and standard-setting bodies.

4. Visits to mainstream websites can expose consumers to hundreds of unknown and potentially dangerous third
parties. Even visiting a mainstream website exposes consumers to hundreds of third parties, and each of those third
parties may be capable of collecting information on the consumer and may be a potential source of malware.

5. Consumer safeguards are currently inadequate to protect against online advertising abuses, including
malware, invasive cookies, and inappropriate data collection. Self-regulatory codes do not significantly address
online advertising security and data collection protections are often limited in scope and underutilized. Current FTC
safeguards are insufficient to protect consumers from online advertising abuses, and cybercriminals are constantly
finding new ways to evade existing security methods.

6. Current systems may not create sufficient incentives for online advertising participants to prevent consumer
abuses. Due to the difficulty in determining responsibility for malware attacks and inappropriate data collection
through online advertisements, online advertising participants may not be fully incentivized to establish effective
consumer safeguards against abuses.

Recommendations
To remedy the problems identified above, the Senate Subcommittee proposed four recommendations to tighten online
advertising protocols and protect consumers.

1. Establish better practices and clearer rules to prevent online advertising abuses. Currently, legal responsibility
for damages caused through malvertising usually rests only with the fraudulent actor in question. Since these actors
are rarely caught and even less frequently able to pay damages, the harm caused is often borne by consumers.
Sophisticated commercials entities, large and small, should take steps to reduce system vulnerabilities in their
advertising network, and if they fail to do so, then regulatory or legislative change may be needed to incentivize
such entities to increase security for advertisements that run through their systems.

2. Strengthen security information exchanges within the online advertising industry to prevent abuses. Online
advertising companies are often hesitant to share information regarding security hazards because of fears they will
be accused of violating federal antitrust laws by cooperating with competitors. The Department of Justice and the
FTC recently issued joint guidance suggesting that sharing of cyber threat-related information would not trigger
antitrust liability and those agencies should clarify the extent to which online advertising participants may exchange
information about security hazards. If necessary, Congress should pass legislation that removes legal impediments
to the sharing of actionable cyber-threat related information and create incentives for the voluntary sharing of such
information.

3. Clarify specific prohibited practices in online advertising to prevent abuses and protect consumers. Self-
regulatory bodies should develop comprehensive security guidelines for preventing online advertising malware
attacks. In the absence of such self-regulation, the FTC should consider stepping in and issuing regulations to
prohibit unfair and deceptive online advertising practices. Greater specificity in prohibited or discouraged practices
is needed before the overall security situation in online advertising can improve.

4. Develop additional “circuit breakers” to protect consumers. Given the complexity of online advertising, more
“circuit breakers” should be incorporated into the online advertising system to introduce checkpoints and ensure that
malicious advertisements are caught at an earlier stage before transmission to consumers.

Conclusion
Now a days a huge volume of business and economic activities are done followed by the online advertising, it is needless to
say some greedy hackers bring into play with the personal data of online users it destroy the confidence of consumer to
believe the privacy security. In online advertising due to little or no accountability for fraudulent actors and a lack of
regulation in place to protect consumers against malicious online advertising. To safeguard the consumer’s interest it is bet ter
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to establish an online monitoring mechanism by all over the world by the all country then only the eradication of online
hackers and spyware and malware and other unethical activity is possible.
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